
Sponsored by: Finance and Administration Committee

BILL NO. 4654 ORDINANCE NO. 2021- 4591

AN ORDINANCE AMENDING ARTICLE VI OF CHAPTER 2 OF THE MARYLAND HEIGHTS

MUNICIPAL CODE BY AMENDING SECTION 2- 476 TO ADOPT A RECORDS

MANAGEMENT PROGRAM

WHEREAS, a cities records are important resottrces to the government that creates them and to the

citizens it serves; and

WHEREAS, the City produces a staggering amount of records, most of which need to be kept long-
term for legal, fiscal and historical reasons; and

WHEREAS, the City Clerk' s office is responsible for the location and retention of records in
accordance with the Secretary of State Records and Archives Division guidelines; and

WHEREAS, a Records Management Policy sets the standards by advising, educating and

encouraging the use of sound records management and archival practices.

NOW THEREFORE, BE IT ORDAINED by the City Council of the City of Maryland Heights as
follows:

Section 1: Section 2- 476 of Chapter 2 of the Maryland Heights Municipal Code is hereby amended as follows:

Sec. 2- 476— Program established; purpose

A records management program of the City of Maryland Heights is adopted as attached
hereto, marked Exhibit A., and subsequently amended. The purpose of this program shall
be to provide for the proper and ef cient management of the public records of the city.

PASSED BY THE CITY COUNCIL THIS lst DAY OF APRIL 2021.
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A government' s records are important

dt resources both to the government that creates

them and to the citizens it serves. Records

contain the information that keeps

government functioning.  They document the

0M origin, evolution and operation of its
programs.  They reveal how government
operated, how it responded to needs and how

it served its citizens."
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Every day local government offices produce records that document the rights of
citizens, the actions of the government that serves them, and the history of the
community in which they live.  It is the responsibility of the city to effectively maintain
and manage these records and to ensure their continued preservation.

The public is guaranteed the right to inspect any public record of a public body in this
state except for those specifically exempted from disclosure law.  Open government is

fundamental to our democratic society— access to records ensures that government is

accountable to its citizens.

The City produces a staggering amount of records.  Some of these records need to be

kept long- term for legal, fiscal, administrative or historical reasons.  Others may be
disposed of relatively quickly after their usefulness has expired.

The following pages contain the practices authorized by the City Council.
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Chapter One - Goals, Objectives, Authority

Goals

To promote transparency in local government
Provide proper and efficient management of public records

Objective

Establish an efficient records management program

Reduce the amount of valuable office space used for records storage

Identify documents vital to the public

Authority — Administration

The records program shall be administered under the provisions set forth in the " Public

and Business Records,"  Chapter 109, RSMo; including the Missouri Municipal Records
Retention Schedules herewith adopted as approved by the Secretary of State and as
may be amended from time to time by the Missouri Local Records Board.
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Chapter — 2

City Clerk' s Responsibilities,  Services and Duties

As custodian of records, the City Clerk establishes a Records Management Program
which includes guidelines for records retention and a destruction program in compliance

with the Missouri Municipal Records Retention Schedules established by the Secretary
of State' s Office.

It is the responsibility of the City Clerk' s office to administer the records program of the
City of Maryland Heights as follows:

Develop a system for indexing permanent records;
Coordinate records retention, microfilm and Laserfiche electronic records storage

software;

Provide information to departments on current records laws, maintain, monitor,

and update the city' s records retention schedules through coordination with the
Missouri Secretary of State' s office;
Make determinations on the classification of a record and which category of the
Records Retention Schedule a record falls if the description is uncertain
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Chapter 3  - Departmental Responsibilities and Duties

The staff of each department is responsible for the proper maintenance and disposition

of all records within their care.  Each department will receive notification of updates to the

Local Government Records Retention Schedules.  Requests for destruction shall be sent

to the City Council for approval before records are destroyed.

Responsibilities:

All departments shall follow the retention guidelines outlined in the Local Government

Records Retention Schedules which can be found at

http:// www. sos. mo. gov/ archives/ localrecs/ schedules/

It shall be the duty of each employee of the City to protect, preserve, store, transfer,
destroy or otherwise dispose of, use and manage public records only in accordance to
applicable federal, state or local law.

Duties.-

Each

uties:

Each city department shall designate a representative to coordinate the management of
records in that department.

Departments, with the advice of the City Clerk' s Office, shall establish and maintain an
active, continuing program for the economical and efficient management of the records
of the department.  Such programs shall, among other things, provide for:

Effective controls over the creation, maintenance and use of records in the

conduct of current business.

Cooperation in applying standards, procedures and techniques designed to
improve the management of records.

Promotion of the maintenance and security of records deemed appropriate
for preservation.

Segregation and disposal of records of temporary value in accordance with
established retention schedules.

Properly marking the contents of storage boxes and include dates when
records have reached their appropriate retention

Those public records which are not required in the current operation of the office where

they are made or kept, and all public records which can be properly discontinued, shall
be transferred to secure storage areas until such time as they can be destroyed.
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Chapter 4 - Record Vs.  Non- Record Materials

Records — Defined

A record is defined as any document, book, paper, photograph, map, sound recording,
email or other material, regardless of physical form or characteristics, made or received

pursuant to law or in connection with the transaction of official city business.  This

definition includes those records created, used and maintained in electronic form.

Non- Records

Non- records do not require retention scheduling, destruction authorization or reporting.
To control excessive accumulation, it is necessary to keep only current, useful materials
and to destroy non- records immediately after needs have been satisfied.

Even though records include a broad spectrum of information, not all recorded

information is a record.  The following examples are non- records:

Stocks of publications

Identical copies of documents in the same file

Extra copies of printed or processed materials

Superseded manuals and other directives

Material documenting employee fringe activities ( i. e., parties, picnics etc.)

Work papers and drafts of reports or correspondence

Transcribed stenographic materials

Blank forms

Catalogues, trade journals or publications received from government agencies
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Chapter 5 — Open and Closed Records

The Sunshine Law is a good starting place to determine if records are open or closed.
Booklets are available from the City Clerk' s Office.  Summaries are also available on the

Attorney General' s website.

The Sunshine Law provides that meeting, records, votes, actions and deliberations of a
public governmental body are open unless otherwise provided by law.  It also covers any
boards, commissions or committees of the public governmental body.

Open records must be available for inspection and copying — if closed records are

included in the file, the open ones must be separated and made available.   State law

encourages providing the information in electronic or other format if available.

Sections 610. 021 and 610. 022 list acceptable topics for closing meetings, records and
votes.  The complete list can be found in RSMo Section 610. 021.  Common items related

to municipalities are:

Legal actions,  causes of action or litigation.   NOTE: Any minutes,  votes or

settlement agreements are to be made public upon final disposition of the

matter voted on unless ordered closed by a court.
Leasing, purchase or sale of real estate.  NOTE:  Any minutes, votes or public
record approving a real-estate purchase or sale contract must be made
available upon execution.

Hiring, firing, disciplining or promoting an employee.  NOTE: Any vote on a final
decision must be available within 72 hours of the close of the meeting,
provided the affected employee is given " prompt notice" within the 72 hour

period before the decision is released to the public.

Individually identifiable personnel records.  NOTE: Does not apply to the names,
positions, salaries and lengths of service of officers and employees once

they are employed as such.

Physical or electronic correspondence between city employees and city attorney
is considered privileged between parties;

Records associated with an open court case and actual 911 recordings are

considered closed records unless a subpoena is presented in the course of

litigation;

If a vote is taken in a closed session, it must be done by roll call.   In some

instances,  that can make the votes,  minutes and any related agreements or
contracts open records.

Some examples of OPEN records include:
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Business license database ( watch the sales tax information and social security
numbers — some sales tax info is subject to confidentiality per DOR and SSN' s are
not open records!)

List of citizens who have received nuisance abatement letters.

Work or study session reports and materials
Arrest and incident reports ( cases which are nolle prossed,  dismissed by " not

guilty" are CLOSED!).
Property Tax Records
Certificates of Occupancy, Inspection Reports, Permit Applications ( plans sealed
by an Architect or Engineer are considered protected and release must be received
by the licensed professional).
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Chapter 6 - Electronic Records

An electronic record is any information recorded in a form that only a computer can
process and that is made, received, filed or recorded in pursuance of law or in connection

with the transaction of business, whether or not confidential or restricted in use.

This definition of electronic record is inclusive — any information on a public entity's
computer can be a public record.   Equipment includes workstations, microcomputers,

minicomputers and mainframes.  The number and variety of electronic records created
by city employees is substantial.

Types of Electronic Records:

Text— Although text has traditionally been used to prepare hard copy records,
more and more text documents are being created for electronic use only.  Even

so, most electronic text documents are drafts and copies of letters,  memos,

reports and publications.   Text documents are usually created using word
processing or e- mail programs.   Most software ( including spreadsheet and
database management programs) can also create text documents.

Database and Database Management — Databases store vast amounts of

information on a variety of subjects.   Databases contain text, number, graphics

or data fields.

Electronic Mail  ( E- Mail)  —  Email is any memo,  letter,  note,  report or

communication among individuals and groups that is stored and/ or transmitted
in a format that requires an electronic device to capture and access.  The term

also refers to a package of software or services designed to automate office

communication.  E- mail can be a public record and should be filed and retained

as any other public record.

Text Messages - Text messages on city-owned or reimbursed cell phones

As a public employee, there is an obligation to apply the appropriate retention to
the e- mail you send and receive.  You are also obligated to provide access to your

e- mail in compliance with the public records law. The retention requirements apply
to records that are either created or received " in connecting with the transaction of
public business."   All public records,  including e- mail,  should be disposed of

according to the appropriate retention schedule.  Retention is determined by the
function and content of records, regardless of their physical form.

Availability of Electronic Records

Electronic records meet the same requirements for availability for public inspection
and copying as traditional paper records.
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Under State law, agencies are encouraged to provide records in usable electronic

format if available.

A sole copy of any records should always be available for review and transparency
and never removed from the government premises or kept on removable storage

devices.

Filing and Maintenance of Electronic Records

The following guidelines should be used to determine the desired media format for storing
documents.

Records with a Retention Period of Five Years or Less — Electronic format is

likely safe.  However, if there is a major change in software, hardware or media,

staff should check the records to ensure they can still be accessed.
Records with a Retention Period Greater than Five Years and Less than Ten

Years — The records should be audited periodically after the five year mark.  Any
changes in software, hardware or media should be a signal to audit the records.

Disposition should be coordinated through the adopted records destruction

program.

Records with a Retention Period of Ten or More Years — Unless the records

are highly active, electronic format will be more cost-effective than migrating data
over many changes in technology.  .
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Chapter 7 - Policy

I.   POLICY

The City of Maryland Heights will follow a City Records Program which may
be updated from time to time.

II.  PURPOSE

This policy is intended to provide guidelines to control retention and
destruction of City records.  The City will follow those guidelines listed on the
Missouri of Secretary of State website.

III. PROCEDURES

A.    Each department will be responsible for the retention of the " record copy"
created or received in their department with the exception of records

such as ordinances, resolutions and agreements, which will be

maintained by the City Clerk' s Office.

B.    Each department shall review the Missouri Records Retention Schedule

from the Secretary of State.  The Missouri Records Retention Schedule

is in two parts: The Municipal Records Retention Schedule and The

General Records Retention Schedule.

http:// www. sos. mo. gov/ archives/ localrecs/ schedules/

1 .   List records on the Records Inventory form ( as established by this
policy). One copy to be included in the storage box and one copy
shall be retained by the department.

2.   Store boxes in appropriate storage area with a label indicating the
contents, number of years the records must be retained and a

destruction date.

3.   Permanent records, or those records having a retention period of
over 10 years, must be converted to electronic format with city' s
digital record retention system, Laserfiche.  Once the documents

are in Laserfiche, the paper can be destroyed.

4.   Generally, records can be destroyed after meeting the minimum
retention period.  If a record is determined to have substantial

value, the record may be retained beyond the minimum retention
period upon approval of the Department Head or designee.
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5.   Destruction:  Once a record has reached the minimum retention

period, the document may be destroyed as follows:

a.  A detailed list of all documents that are to be destroyed shall be

submitted to the City Clerk

b.  After approval by the City Council, the records shall be
destroyed by an appropriate method.

6.  Historic Documents:  Documents may qualify as historic records.
The City Clerk' s Office should be contacted for assistance in
determining the historic value of said documents and
recommendations for appropriate retention.
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Chapter 8 - Storage Program

Protection, accessibility and security are the keys to operating a successful inactive
records storage program.  Retention of records should be done using Laserfiche, city's
record management software.

Laserfiche

Laserfiche is the city' s records management software.  Departments can design their

repository however they wish.  Permanent and non- permanent records may be
scanned, snapshot, or electronically moved into the program.  Laserfiche provides

optical character recognition, which offers greater search capabilities for records. The

City Clerk and Deputy City Clerk are the program administrators and will set
permissions for viewing, managing and accessibility to records however the Department
Head wishes, to ensure security.

Once documents have been transferred to Laserfiche, the paper document can be

destroyed, as Laserfiche is the permanent record.  The City Clerk's office also has a
permanent staff member that will assist you in scanning records into your repository.

Most records will become inactive before their retention period has expired.  It is

extremely costly and inefficient to maintain inactive records in filing cabinets in the office
areas.  An important part of any records management program is the proper storage of
inactive records and the prompt destruction of records at the expiration of their required

retention period.  Should you prefer to keep non- permanent records in storage boxes,
the following is acceptable:

Preparing Records for Storage

Consider:

Prepare the records in boxes one series at a time ( i. e., year, address ranges,

status).

Identify the records using the records retention schedule.  Consider the physical

volume, or annual accumulation.  Is inactive storage required or valuable?

Should the records be transferred to storage area annually, semi- annually,
quarterly or monthly?

What is the activity level of stored records?

Once a routine is developed, make it part of the standard operating procedures for the
department.  Prepare department records for storage in the same order that the records

were stored in " active" office use.
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Do not prepare storage boxes with both permanent and non- permanent records.  Keep
them separated for more efficient destruction of the non- permanent records.

GUIDELINES:

The following should be used to provide a uniform and proper method for preparing
inactive records for transfer to a storage area.  Any questions about preparation,
transfer, determining destruction dates, etc. shall be directed to the City Clerk' s office
staff.

A.  STORAGE BOXES

It is recommended that banker boxes with removable lids be used.

B.  INVENTORY SHEET OF RECORDS

The inventory sheets and labels must be typed so they are legible to anyone
needing to access the records.

The Inventory Sheet includes the following information:

Titles of each record type in the box, including all attachments.  Example

of specific records might be contracts, checks, paid tax receipts, invoices,

tickets, residential code violations, etc.

Date span for each series.  Example:  2001 — 2004 ( includes entire

years), or 3/ 01 — 7/ 04 ( includes only those months, March 2001 through
July 2004).  Please be specific when the box does not include the entire

month or year.

Missouri Municipal Records Manual Reference ( MMRM) Numbers for

each record in the box. If a retention record type is unclear, please

contact the City Clerk/ Deputy City Clerk.
Destruction date, using a specific date, such as 12/ 31/ 2017.  Do not use

Five years, including audit", or similar language. ( The destruction date is

calculated by taking the last date in the date span of records + MMRM

retention period + 1 day.)

C.  LABELS FOR STORAGE BOXES

Labels should include:

Box Number— Box numbers are consecutive; do not repeat numbers or start

over at the beginning of the year.
Department Name

Rack Number
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Shelf Number

Chapter 9 - Destruction Program — General

Unless otherwise stated, a retention period is calculated from the date the public record

was created.  No public records of fiscal transactions shall be destroyed, even though

the required minimum retention period has passed until after the required audit for the

period covered by the public records has been completed and the auditor has released
the public records for destruction.

Public records which are confidential by law must be destroyed by shredding, pulping,
or incineration.  The destruction should be supervised and witnessed.  Records which

are not confidential by law may be sold or traded for recycling of fiber, including
provisions that the records are promptly destroyed.

Once a record has served its purpose and has met the minimum retention, it is ready for
final disposition, either permanent retention or destruction. Records are to be retained at

least for the time indicated in the retention schedule.

All records can be destroyed upon reaching the minimum retention period.  Thus, no

city government or storage area shall store records beyond the minimum retention,
unless an exception to the policy applies.  Records of a confidential nature should be

disposed of by a method that ensures that they are completely destroyed.

Exceptions:

If a record has substantial value, the record may be retained beyond the minimum
retention with written approval from the Department Head.

Further, equipment to house records retained beyond the minimum retention period

may be budgeted for purchase with written approval from the Department Head.

Instructions for Records Destruction

Request:

Complete a records destruction form and include the appropriate section of the retention

schedule with Department Head approval.

Submit the form to the City Clerk' s office for approval by the City Council at their next
meeting.
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Once the council has approved the destruction, you will be notified to move forward.  A

copy of the form will be given back to you with council approval.  When the records are

destroyed, return the form to the clerk's office showing how the documents were
destroyed and who witnessed or disposed of the documents.

Chapter 10 - Electronic Mail Policy and Procedure

Employees and elected officials should have no expectation of privacy in their use of
electronic mail in the work place via the city server.  All work and/ or correspondence
created on the Maryland Heights network are considered legal property of the City of
Maryland Heights.  This also applies to the use of City owned laptops, cell phones and
Pads.

Departments may retain e- mail in hard copy, Laserfiche or by a combination of these
two means.  Department Heads are responsible for developing a filing system, which
includes e- mail, and are responsible for instructing employees on appropriate use of
these systems.

When appropriate, e- mail messages must be filed with program records and assumes

the same retention as the records they are filed with.  When e- mail records do not relate

to a specific project, they should be filed as correspondence.  E- mail records can be

printed and inserted into the physical file or snapshot to Laserfiche.
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